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About Risk Ledger	

Risk Ledger was founded in 2018 by Haydn Brooks and Daniel Saul with a mission to shift the way 
organisations approach cyber security and risk management in the supply chain by building 
a global network of connected organisations. Today, Risk Ledger is the cutting-edge Third-
Party Risk Management (TPRM) platform, dedicated to transforming supply chain security. We 
empower security and procurement teams to Defend-as-One, visualising their entire supply 
chain in real-time and providing unmatched transparency and collaboration. 

Our platform offers comprehensive, continuously updated risk assessments that reduce 
compliance burdens and enhance your organisation’s cyber defences. By visualising and 
managing every link in your supply chain, Risk Ledger ensures you are always one step ahead of 
emerging threats.

Our commitment to asking the right questions and working closely with industry experts 
allows us to build a more secure, resilient future for all. With our Defend-as-One approach, we 
strengthen your organisation’s ability to detect, respond to, and prevent cyber attacks. Risk 
Ledger isn’t just about managing risk — it’s about fortifying your entire supply chain because 
every link matters in cyber security.

We’re here to help you secure today’s operations and safeguard tomorrow’s reputation, creating 
a safer digital landscape for all.
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Introduction

The modern insurance industry exists at the apex of risk transfer, yet its increasingly digitised 
operations and reliance on complex external networks of critical service providers and partners 
have birthed a new threat: systemic failure originating from hidden cyber risks deep within the 
supply chain. For Managing Agents and the Lloyd’s ecosystem, the question is not if a major 
digital supply chain disruption will occur, but when, how far it will ripple across the insurance 
industry, and how quickly impacted firms will be able to recover.

This paradigm shift is crystallised in the UK's Operational Resilience framework, set by the 
Prudential Regulation Authority (PRA) and the Financial Conduct Authority (FCA). This regime, 
enacted through instruments including PS21/3, PS6/21, SS1/21, and SS2/21, pivots accountability 
away from mere prevention to mandating demonstrable resilience. The core tenet is profound: 
managing operational risks is non-delegable. This means the Board and Senior Management 
Functions (SMFs) are directly responsible for ensuring that not only Insurers themselves, but 
also their Important Business Services (IBSs), can withstand and recover from failure, even when 
the source of an incident lies with a Coverholder, a software vendor, or even a fourth-party cloud 
provider.

This Explainer serves as an analytical guide for security, compliance, and TPRM leaders across 
the industry, dissecting the regulatory components, exposing the latent cyber risks within the 
supply chain, and outlining the strategic pivots required to move from individual compliance into 
genuine sectoral resilience.
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Section 1:  
Deciphering the Regulatory Mandate: The New Operational 
Resilience Rulebook

The new UK operational resilience framework is a cohesive set of requirements that forces 
regulated entities to adopt an outcome-focused, threat-informed posture. For insurance and 
reinsurance firms in scope of Solvency II and Managing Agents, compliance is governed by four 
foundational pillars:

A.Identifying the Criticality and Setting the Boundary (PS21/3 & SS1/21)

The regime begins with rigorously defining what truly matters to the firm and its policyholders:

B. Mapping and Testing the Ecosystem (PS21/3 & SS1/21)

Once IBSs and ITOLs are set, firms must demonstrate they understand the full dependency chain:

1 Systemic Risk Identification:

Collaboration is the only method by which institutions can proactively uncover the full scope of shared 
dependencies and systemic concentration risks.

2 Increased Efficiency: 

Sharing supplier assessments and risk data among trusted peers reduces the massive duplication of effort 
(assessment fatigue) across the industry, conserving time and resources.

3 Coordinated Mitigation: 

By collectively identifying systemic risks, organizations can triage and prioritize them more effectively, 
enabling stronger collective mitigation strategies and a more coordinated response to an incident than 
individual institutions acting alone.

4 Informing Regulator Strategy: 

This proactive intelligence gathering goes above and beyond mandatory compliance, directly aiding 
regulators in achieving their ultimate aim of safeguarding the entire financial ecosystem.

Mapping Resources:

Firms must meticulously map the resources supporting each IBS, encompassing people, processes, technology, 
facilities, and information. This exercise inherently exposes the firm’s reliance on outsourced functions, third parties 
and subcontractors or service providers at even lower tiers of the supply chain.

Scenario Testing: 

Firms must regularly test their ability to remain within the set ITOLs using a range of severe but plausible disruption 
scenarios. This includes testing complex failures like cyber-attacks that degrade data integrity, or large-scale third-
party outages.

The March 2025 Milestone: 

The deadline for having completed the necessary mapping and testing and to be able to demonstrate the ability to 
operate consistently within ITOLs was March 31, 2025.
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C. Non-Delegable TPRM and Contracts (SS2/21)

SS2/21, 'Outsourcing and Third Party Risk Management,' modernises and strengthens the long-
standing regulatory expectations, making it the primary source for managing cyber supply chain 
risk.

DORA and the Need for Interoperable Resilience

For global carriers, the UK regime does not exist in isolation; it must be reconciled with the EU's 
Digital Operational Resilience Act (DORA), which became fully applicable in January 2025.

Both frameworks share a fundamental objective: to enforce high standards of digital operational 
resilience and impose oversight on critical third parties. However, their approaches differ, 
compelling firms to develop an interoperable control framework:

•	 The UK's Outcomes Focus: The UK relies on its strengthened SS2/21 outsourcing rules and the 
non-negotiable principle of firm accountability to ensure regulatory outcomes are met.

•	 DORA’s Prescriptive Method: DORA, conversely, is more prescriptive, detailing minimum 
contractual requirements and establishing direct oversight over Critical ICT Third-Party Service 
Providers (ICT CTPs).

Successfully navigating this dual mandate requires a harmonised approach to TPRM that captures 
the necessary data required by DORA's compliance pillars while enforcing the strict accountability 
and ITOLs demanded by the UK's framework. Firms must integrate these requirements to develop a 
single, resilient operational view that meets both the macro-prudential demands of the PRA and the 
consumer protection mandate of the FCA.

Expanded Scope (Materiality): 

The statement mandates assessing the materiality and risk of all third-party arrangements, not just formal 
outsourcing, and requires proportionate, risk-based controls for any arrangement deemed 'material' or 'high-risk'.

Contractual Transparency:

For material outsourcing, agreements must ensure the firm, its auditors, and the regulators retain full access and audit 
rights, compelling transparency down the supply chain. Firms must also notify the PRA if a third party is unwilling or 
unable to include required contractual terms
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Section 2:
Systemic and Fourth-Party Risks Facing the  
Lloyd’s Marketplace

The digitisation of the insurance value chain has created a highly interconnected ecosystem where 
the security posture of an organisation is only as strong as its weakest supply chain dependency. 
This reality is the driving force behind the Operational Resilience regime, which exposes the most 
acute cyber risk facing the Lloyd’s market: not the direct breach of a carrier’s systems, but the 
systemic failure that can cascade from a compromised or unavailable third-party or nth-party 
supplier.

This section dissects how the regulatory framework seeks to address this threat, moving from the 
microscopic risk of fourth-party opacity to the macroscopic problem of concentration risk and the 
corresponding regulatory strategy for systemic stability.

Fourth-Party Opacity and the Vertical Failure Chain

Threat actors have long-discovered an effective and profitable strategy: exploiting suppliers with 
a perceived lower security maturity to pivot into more secure, lucrative financial institutions. This 
tactic has transformed organisations’ supply chains into the primary attack vector.

The consequence of this strategy was starkly illustrated by the attack on CDK Global, a software 
vendor serving the auto dealership segment. The incident caused a dramatic, cascading disruption 
across hundreds of businesses, exposing insurers to unexpected correlated losses that were 
difficult to model or manage due to the sheer operational dependency on that single vendor. In 
the Lloyd's context, where reliance on agencies, brokers, IT vendors, and software providers is 
universal, this risk is magnified, as these external entities frequently exhibit a measurable cyber 
hygiene score gap compared to the carriers they serve, thereby acting as prime targets for initial 
access.

The regulatory answer to this endemic vulnerability is enshrined in Chapter 9 of SS2/21, which 
focuses specifically on Sub-outsourcing. Regulators demand that firms address the pervasive 
problem of fourth-party risk—the opaque layers of suppliers beyond the direct contractual 
relationship. It is insufficient to simply audit the primary vendor; Managing Agents must also 
consider the potential impact of complex sub-outsourcing chains on their ability to deliver IBSs 
within their ITOLs. This principle is enforced by contract, requiring firms to ensure that equivalent 
contractual rights for audit, access, and regulatory cooperation are mirrored and enforced down to 
the Nth party level of the supply chain.

DKDKDJD
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Achieving Macroprudential Stability

What is therefore implicit in the new operational resilience rules as well as in similar regulations such 
as DORA is regulators’ ambition to achieve a far more profound objective: identifying and tackling 
systemic and concentration risks to the entire financial ecosystem—known as macro-prudential 
risk. 

Previously, financial supervisors struggled to acquire a good understanding of ICT third-party 
dependencies and monitor risks arising from their concentration. The new regulations’ ultimate aim 
is to gather extensive, granular information—including details on service level agreements—from 
financial entities regarding their third, fourth, and subsequent parties. This comprehensive data is 
intended to enable regulators to map the extended supply chain ecosystem of the wider financial 
sector and better understand intricate dependencies. Ultimately, this allows them to identify 
systemic risks, single points of failure, and security bottlenecks that affect the sector as a whole.

This bird's-eye view is essential because an incident at a single, widely-used service provider can 
have a wide-reaching impact on many organisations simultaneously—a systemic risk event. For 
example, a DDoS attack on a payment processor could disrupt payment processing for numerous 
insurers. Furthermore, a security breach further down the supply chain, such as a ransomware 
attack at a fourth-party SaaS provider, can simultaneously disrupt multiple suppliers which in turn 
provide services to one or more insurers. The lack of visibility into such existing dependencies in 
extended supply chains hinders effective preparedness for potential risk scenarios.
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Section 3:
Implications and Opportunities:  
The Lloyd's Resilience Dividend

The implementation of the Operational Resilience regime marks a definitive inflection point for 
the insurance industry, transforming the mandatory cost of compliance into a potential source 
of competitive advantage and even generating a resilience dividend. For the Lloyd's ecosystem, 
this pivot compels a deep integration of cyber security risk into strategic capital allocation and 
governance.

Strategic Implications for Governance and Capital

The framework is structurally engineered to elevate cyber risk management from a localised IT 
security concern to an executive-level strategic imperative.

Firstly, the regime forces a critical SMF accountability uplift. The failure to remain within an 
established ITOL directly triggers scrutiny under the Senior Managers and Certification Regime. 
Consequently, Management Information (MI) flowing to the Board must be clear, timely, technically 
robust, and directly link operational vulnerabilities to potential breaches of consumer harm or 
financial stability thresholds. This necessitates that senior leadership acquires sufficient technical 
acumen to challenge and approve the resilience strategy effectively.

Secondly, the framework enforces cyber-actuarial alignment. For Managing Agents, a catastrophic 
supply chain failure directly compromises control over their Catastrophe Exposure, specifically 
regarding Non-Natural Perils. Compliance demands an immediate enhancement of actuarial and 
modeling capabilities, ensuring that Realistic Disaster Scenarios (RDSs) and pricing models fully 
account for the mapped third-party concentration and correlation risks. This formalises the link 
between operational control and capital allocation, compelling investment in resilience measures 
that demonstrably reduce the firm’s regulatory capital burden.
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Operationalising Resilience in the Delegated Channel

The sheer scale of third-party reliance within the Lloyd's market—particularly via the Delegated 
Authority (DA) channel—presents the most significant operational hurdle.

This challenge is being addressed through collective market action, namely “The Delegated 
Authority: Streamlined Compliance (DASC)” initiative, developed by the Corporation of Lloyd’s and 
the LMA, is instrumental. DASC seeks to standardise the collection of crucial compliance data—
including information on Operations and Systems and Risk Controls—from Coverholders and MGAs. 
This market-wide collaboration aims to reduce the compliance burden for external partners while 
simultaneously improving the quality and consistency of the IBS mapping data flowing back to the 
carrier, which is non-negotiable for regulatory assurance.

The goal here is duality: to streamline the transactional aspect of due diligence while ensuring the 
operational core of the third party is transparently resilient, allowing the Managing Agent to achieve 
the confidence required under SS2/21.
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Section 4:
Achieving Sectoral Resilience:  
Collaborative Defence in Practice

While the Operational Resilience framework provides the necessary regulatory bedrock by 
mandating individual compliance and while regulators will be able to eventually map systemic risks 
using the compiled data, since no single Managing Agent can independently map the concentration 
risks that can threaten the entire market, this leaves, at least in the short- to medium-term, gaping 
risk visibility gaps. Bridging this gap demands a cultural and technical leap towards collaborative 
defence model.

This section explores how dedicated platforms like Risk Ledger and its "Defend-as-One" strategy 
already enable the insurance sector to transcend the limitations of siloed compliance and achieve 
genuine sectoral resilience.

The Failure of Static TPRM and the Need for Real-Time Intelligence

Traditional Third-Party Risk Management (TPRM) models, though compliant with older mandates, 
are fundamentally inadequate for the dynamic nature of modern cyber threats. These legacy 
methods are typically characterised by reliance on periodic assessments, static questionnaires, 
and point-in-time reviews, often occurring quarterly, biannually, or less frequently. This periodic 
approach leaves significant gaps in risk visibility, which adversaries exploit to rapidly escalate 
attacks between assessment cycles.

Furthermore, traditional TPRM is inherently siloed. Operational Resilience, Threat Intelligence, and 
TPRM teams frequently operate independently, undermining firms’ ability to gain a holistic and 
contextual view of supply chain risks. 
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Enhanced Supplier Engagement:

By controlling their own security profile, suppliers are encouraged to share granular, accurate, and continuously 
updated information on their security controls, reducing the burden of repetitive assessments across multiple clients 
(reducing assessment fatigue).

Holistic Risk Context:

The system allows for in-depth contextual insights into the internal security postures of critical suppliers, mapping 
controls against leading standards such as ISO 27001, CAF and NIST.

Bridging the Gap: From Adversarial Audits to Collaborative Security

To counter the systemic threat, first of all the relationship between the insurance industry and its 
suppliers must transition from an adversarial, audit-focused posture to a cooperative partnership. 
The "collaborate, don't audit" philosophy acknowledges that both the carrier and the supplier share 
the core objective of avoiding and effectively responding to incidents.

Platforms like Risk Ledger facilitate this cultural shift by providing a secure, social network-based 
approach to TPRM. This approach enables:

The Mechanism of Visibility: Mapping the Opaque Nth Party

The most critical technical leap required by the Operational Resilience framework and DORA, as 
already explained, is gaining visibility into the extended supply chain—the fourth, fifth, and nth-
party dependencies that compliance efforts alone cannot uncover.

The collaborative Defend-as-One model devised by Risk Ledger solves this inherent opacity. 
Suppliers connected to the platform are simultaneously encouraged to manage their own suppliers’ 
security on the same network. This dynamic action uncovers the crucial middle links in the supply 
chain, automatically generating a map of dependencies that extends deep into the ecosystem. This 
goes directly to the ultimate regulatory objective of the UK’s Operational Resilience regime and 
DORA, which is to gather granular data from firms to map the entire supply chain ecosystem and 
identify single points of failure.
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Discovery of Hidden Systemic Risks:

The project uncovered 47 systemic concentration risks across the cohort, a number representing a nearly eightfold 
multiple relative to the size of the participant group. This demonstrates that these risks are far more widespread than 
single institutions realize.

Nth-Party Risk:

Crucially, 38 of these hidden systemic concentration risks were identified among fourth parties and beyond, validating 
the regulatory concern regarding opacity in the extended supply chain.

Potential Single Points of Failure: 

The analysis identified nine third-party suppliers connected to at least 50% of the cohort, including three smaller 
suppliers whose market-wide criticality would have otherwise gone unnoticed by individual firms. These concentration 
points, often operating in areas like IT and Network Services or Software Development, present the precise risk of 
cascading sector-wide impact that the UK and EU regimes are designed to mitigate.

The Need for Sector-Wide Collaboration

Moreover, since systemic concentration risks can only be effectively identified through a 
comprehensive analysis of the overlapping supply chains across the entire sector, this is where peer 
collaboration provides unique benefits. Through enhanced collaboration and the sharing of granular 
data—such as on suppliers, control assessments, and criticality ratings—between TPRM teams, 
a comprehensive mapping of risks across the broader financial services sector can emerge. This 
allows insurers to gain a deeper understanding of supplier relationships and assess the wide-scale 
operational impact of a disruption at a critical ICT third party. They can then collaboratively triage, 
prioritise, and develop targeted mitigation strategies for these risks.

Similar to the established sharing of threat intelligence, enhanced peer collaboration around 
supplier intelligence allows TPRM teams to identify potential risks they were previously unaware 
of, gaining enhanced visibility into both individual and systemic risks. This collective effort to map 
the supply chain goes above and beyond what the UK Operational Resilience rules and DORA may 
explicitly require, but would directly enhance an organisation’s own operational resilience and aid 
regulators in their ultimate aim of identifying systemic risks facing the entire sector.

Case Study in Sectoral Resilience: Uncovering Hidden Systemic Risks

The theoretical benefits of collaboration are substantiated by empirical results, proving that 
systemic risks cannot be identified in isolation.

In a project involving a cohort of six financial institutions, collaborative mapping was used to analyse 
a total of nearly 1,300 suppliers provided by the participants. The results were definitive and 
alarming, highlighting risks entirely hidden from individual corporate view:
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As this regulatory explainer has demonstrated, the FCA and PRA’s Operational Resilience regime 
is the necessary cost of conducting business in a digitally interdependent world, translating 
fundamental concepts of enterprise risk management into a clear prudential responsibility. For the 
Lloyd’s market, with its unique reliance on delegated authority, compliance is inextricably linked to 
maintaining its global reputation and ability to transfer risk sustainably.

The threat is no longer theoretical, and the regulatory expectations are high. By fully embracing 
the principles of SS2/21, firms can transform a challenging compliance exercise into a powerful 
resilience dividend. 

Enhanced collaboration with peers operating in the same industry, meanwhile, provides the 
necessary insights to meet the strategic aims of the regulators. By adopting a "Defend-as-One" 
mindset and leveraging collaborative platforms, the insurance industry gains tangible advantages:

Ultimately, achieving a truly robust and resilient insurance ecosystem requires a cultural and 
technical shift toward collaboration throughout the industry. By working together to build a shared, 
transparent supply chain map, the insurance sector can transform its compliance requirements 
into a definitive sectoral resilience advantage. This not only safeguards policyholder protection and 
market confidence but confirms the industry’s fitness to manage risk in the face of ever-escalating 
global cyber threats.

1 Systemic Risk Identification:

Collaboration is the only method by which institutions can proactively uncover the full scope of shared 
dependencies and systemic concentration risks.

2 Increased Efficiency: 

Sharing supplier assessments and risk data among trusted peers reduces the massive duplication of effort 
(assessment fatigue) across the industry, conserving time and resources.

3 Coordinated Mitigation: 

By collectively identifying systemic risks, organizations can triage and prioritize them more effectively, 
enabling stronger collective mitigation strategies and a more coordinated response to an incident than 
individual institutions acting alone.

4 Informing Regulator Strategy: 

This proactive intelligence gathering goes above and beyond mandatory compliance, directly aiding 
regulators in achieving their ultimate aim of safeguarding the entire financial ecosystem.

Conclusion: 
The Resilience Dividend
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Risk Ledger transforms third-party risk management by 
enabling you to onboard and connect your entire supply 
chain, bringing every supplier into clear view. Access risk 
insights, mitigate emerging threats, and manage your 
supply chain with unparalleled confidence -  
all from a single, powerful platform.

Learn more at www.riskledger.com

Thank you


